AHHOTanus padoyeil MporpaMmbl I CHUILTHHBI (MOXYJIA)

b1.B./1B.01.02 3amuTa nepcoHaNbHbIX JaHHBIX B OPraHU3alMHU

ey TUCUUIIHHBI

]_ICJ'ILIO OCBOCHHUA JHUCIUITIINHBI (<3aHII/ITa NEPCOHAJIBHBIX JAHHBIX B OpraHHU3alun» ABJISACTCA

MOJIrOTOBKA OaKallaBpoOB K OyayIiei mpodecCHOHANBHOM NesITeTbHOCTH HA OCHOBE O0YUYCHHS
OCHOBHBIM HpI/IHHI/IHaM pa6OTI)I C HepCOHaJ'II)HBIMI/I JAHHBIMH 1 ME€TOAAaM UX 3allIUTHI.
3aga4yu AUCHUILIAHBI

3a;1aanH OCBOCHHUA JUCHUITJINHBI

SBJISIIOTCA.

— OBJAACTh TCOPCTHYCCKHMH, MNMPAKTHYCCKUMHU W MCTOAMYCCKHUMHU BOIIpOCAMH oOecreyeHus

UH(POPMALIMOHHOM 0€30MacHOCTH;

— HW3Yy4UTh

METOJAblI 3alllUThI

NECPCOHAJIBHBIX JTAHHBIX;

NEpCOHAJIbHBIMU JaHHBIMU B OpraHU3alluu;

— Hay4MTb pa3pabOTKe JOKYMEHTOB, PEIVIAMEHTUPYIOLIUX padOTy ¢ MEPCOHAIBHBIMU JAHHBIMU

B OpraHu3anuu

(I)Ole/IpyeMbIe KOMIICTCHIUHA U HHAUKATOPLI UX TOCTHKCHUSA 110 JUCHUIIJIMHE

Kon Conep:xanue Koa u HauMeHoOBaHHE HHIHKATOPA JOCTHKEHHUS
KOMIETEHIUH KOMIETEHI[UH KOMIETEeHIUHN
CriocobeH perraTth IIKC-2.1
3a7a4n 3HaeT OCHOBHbBIC MEPBI 110 3alUTe HHGOPMAIUH B
poheCCUOHANTBHOM aBTOMAaTHU3UPOBAHHBIX CHCTEMAX;
NEATEIIHLHOCTH C TIKC -2.2
YYETOM TEKYIIETO YMeeT perucTpupoBaTh U aHATHM3UPOBATH COOBITHA,
COCTOSIHUS U CBSI3aHHBIC C 3alIUTON MH()OPMAIIUU B aBTOMATU3UPOBAHHBIX
TIKC-2 TEHACHIIUN Pa3BUTHS CUCTeMax. YMeeT PEeTUCTPUPOBATh U aHAJIH3UPOBATh
HH(pOPMAITHOHHBIX COOBITHS, CBSI3aHHBIE C 3aITUTON WH()OPMAIIHH B
TEXHOJIOTHH, CPEACTB | aBTOMaTH3WPOBAHHBIX CHCTEMAX;
Texanueckoi 3ammtel | [IKC-2.3
nH(pOopMaIuy, ceTeid 1 | BiiageeT HaBbIKaMH HCITOJE30BAHUS THITOBBIX MPOTPAMMHBIX
CHCTEM Iepeaun CPE/ICTBA PE3CPBUPOBAHMS U BOCCTAHOBIICHUS HH(OPMAIIUU
nHGOpMAIUH B ABTOMATHU3WPOBAHHBIX CHCTEMaX.
CrocobeHn IMKC-3.1 - 3HaeT pyKOBOJISIINE U METOHMUYECKUE
OCYIIECTBIATh JIOKYMEHTBI YTIOJTHOMOYEHHBIX (heepalibHbIX OpTraHOB
YIIPaBJICHHUE MCIOJHUTEIBHON BIIACTH I10 3aIUTE HHPOPMALINH;
CpEeICTBAMHM 3aIUTHI ITKC-3.2 - YMmeeT onpeesisaTh MO JICKAIUE 3aIUTe
nH(pOpMaIu, B TOM HH()OPMAITMOHHBIE PeCyPChl aBTOMATH3UPOBAHHBIX CHCTEM;
KC-3 qrcie [NIKC-3.3 - Brageer HaBBIKAMH AHATIM3A YTPO3b }
OCYIICCTBJISIFOIIIUMU aBTOMATHU3UPOBAHHOW CUCTEME U IIUPKYJIUPYIOLICH B HEH
HENPEPHIBHBIH uHpopMaIu, BEIOOpa HEOOXOIUMBIX CPEACTBA JJIs
MOHHUTOPUHT obecrieueHust HHGOOPMAITMOHHON 0€30ITaCHOCTH.
3aIUIIEHHOCTH
ABTOMAaTU3UPOBAHHBIX
CHCTEM

((3aHII/ITa NEPCOHAJIBHBIX OAaHHBIX B OpraHU3alun»

U3Y4YHTh Tpolecc paboTsl ¢

Coaep:xaHue pa3aejioB JUCIHUINIHHBI

Tema 1 [IpaBoBoe o0ecnieyeHue 3alUTHI MEPCOHATBHBIX JTAHHBIX

OCHOBHBIE HOPMAaTHBHO-TIPABOBBIE aKThl B 00JACTH 3alIMTHI MEPCOHAIBHBIX JaHHBIX. TpeOoBaHUs
®3 «O mepcoHaNbHBIX JaHHBIX». [loHsTHIiHBI anmapar. OOecrneueHne KOHQPHUIACHIIMATHEHOCTH
MEPCOHANBHBIX JaHHBIX. CIenuanbHbIe KaTErOpUU IEePCOHANBHBIX JMaHHBIX. [IpaBo cyOBekTa
MEPCOHANBHBIX JIAHHBIX HAa JOCTYN K CBOMM NEPCOHAIBHBIM JAaHHBIM. [IpHHIUIBI 00pabOTKH U
XpaHEHHUs TEepPCOHANBHBIX JaHHBIX. YCIOBHS 00paOOTKM TEPCOHANBHBIX JAaHHBIX: COTJacHe
cyObekta Ha 00paboTKy, oOpabaTeiBacMmble 0€3 YBEIOMJICHHS TICPCOHAIBHBIX JIaHHBIX.



OcobenHOCTH 00paOOTKHM TEPCOHAIBHBIX JAaHHBIX B TOCYJAPCTBEHHBIX WJIM MYHHIIMIIATBHBIX
UH(POPMALMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TAaHHBIX.

Tema 2. CucreMa rocy1apcTBeHHOr0 KOHTPOJIS M HaJA30pa 3a obecrnedeHHeM 0e30MACHOCTH
NMEePCOHATIbHBIX JAHHBIX.

OenepanbHble OpraHbl, YIOJTHOMOYECHHBIE B 00JacTu oOecredeHus 0e30MacHOCTH MepCOHATBHBIX
JIaHHbIX — peryssiTopel. Chepa nestenbHOCTH perynsatopoB. O denepanbHOM Ciryk0e 1o HAA30py B
chepe cBs3u, WHOOPMAIMOHHBIX TEXHOJIOTHMH M MacCOBbIX KoMMmyHHKanuid. O denepanbHOU
ciy’)k0e TEXHMYECKOTO0 M IKCHOpTHOro KOHTpois. O DexepanpHON ciryk0e O0€30MacHOCTH.
MeTtoauueckrie JOKYMEHTBI PEryisTOpPOB. THIIBI, OCHOBaHHE, MOPSAOK, CPOKH U 6 coaep:kaHue
MOBEPOK.

Tema 3 O0513aHHOCTH U OTBETCTBEHHOCTDH OINIEPATOPOB MEPCOHAIBHBIX TAHHBIX.

OO0s13aHHOCTH OIEPATOPOB MEPCOHANBHBIX JAHHBIX: yBeAOMJIEHHE 00 00pabOTKE MEepCOHATBHBIX
JTAHHBIX, 110 YCTPAHCHUIO HAPYIICHHM, TIPH JOCTHKEHUH 1eJIei 00pabOTKH, MPHU OT3bIBE COTJIACHS
cyObekTa. OTBETCTBEHHOCTh OIEpaTopa B 00JaCTH 3aIIUTHI IEPCOHANBHBIX JTaHHBIX: TPaKJaHCKasl,
yrojoBHas, aIMUHHUCTpATUBHAA, AUCIHUILIMHAPHAA

Tema 4. Yrpo3bl 0€3011aCHOCTH NEPCOHAIbHBIX JAHHBIX

Knaccugukarus yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX. AHAIN3 M XapaKTEPUCTHKH yrpo3
BO3MOXXHOH yTeukd MH(DOPMAIMH 10 TEXHUYCCKUM KaHalaM. AHAIIM3 M XapaKTEPUCTUKU yTPo3
HECAHKIIMOHUPOBAHHOTO JIOCTyNa K WHPOpManuu B WHGOPMAIMOHHON CHUCTEME MEePCOHAIBHBIX
JMaHHBIX. THUMOBBIE MOJAENU yrpo3 O€30MacHOCTH IMEPCOHAIBHBIX JTaHHBIX, 00pabaThIBACMBIX B
UHQOPMAIIMOHHBIX  CHCTEMaX (aBTOMATU3MPOBAaHHBIX pabouMX  MeCTax, JIOKAJbHBIX U
pacnpe/eieHHbIX HH(POPMAIIMOHHBIX CUCTEMAX ), HE UMEIONINX M UMEIOIIUX MOJKIIFOUECHUE K CETSIM
CBSI3W OOIIETO TOJIb30BaHUA M (WJIM) CETSIM MEXIYHapOAHOro WH(GOPMAIMOHHOTO OOMEHa.
dopmupoBaHue EPEUHs aAKTYaIbHBIX YIPO3 O€30MMaCHOCTH MTEPCOHATBHBIM JAHHBIM

Tema 5. Kinnaccupukanuss uHGOPMANMOHHBIX CHCTEM MEPCOHAJIBLHBIX TaHHBIX

[TonsiTne wWHOOPMAITMOHHOW CHCTEMBI TEPCOHAIBHBIX JIAHHBIX. THIIOBBIE U CIEIUATIbHBIC
WH(POPMAIMOHHBIE CHUCTEMBI IEPCOHANBHBIX HaHHBIX. CTpyKTypa HHPOPMAIIMOHHOW CHCTEMBI
MEPCOHANIBHBIX  JTaHHBIX. Kpurepun kimaccupukaluu THUIIOBBIX HMH(POPMAIMOHHBIX CHCTEM
MEPCOHAJIBHBIX JIAHHBIX: KaTeropusi 00pabdaThIBa€MbIX JIaHHBIX, 00BEM 00padaThIBAEMbIX JaHHBIX,
XapaKTEPUCTUKH OE30MaCHOCTH TEPCOHAIBHBIX JAHHBIX C YYETOM MOAKIIOYeHUN K MHTEepHery,
pexrMa 00pa0OTKM TEepPCOHANBHBIX JAHHBIX, PEXKHUMa pa3TpaHUYCHHS TpaB  JOCTyIMa
MOJIB30BATENICH, MECTOHAXOXK/JECHUS TEXHUYECKHUX CpencTB. Tabmuma KiacCU(pUKAIIUU THIIOBOM
UH(POPMAITMOHHON CUCTEMBI TIEPCOHAILHBIX JTAHHBIX

Tema 6. O0padoTKa NEePCOHATBLHBIX JAHHBIX 0€3 NCNO0JIb30BAHMS CPEICTB ABTOMATH3AIUN
[TpaBoBbIE Mephl 3alIUTHL: paclpeleieHre MOTHOMOUYUNA MEXIY CyObeKTaMH; HOPMAaTHBHO-
HpaBOBOf/'I KOHTPOJIb HCIOJB30BaHUSA TCPCOHAJIBHBIX JAHHBIX; HA3HAYCHUC OTBCTCTBCHHOI'O 3a
3amuTy WHGOPMAILIUU, COAEpKaIled MepCOHANbHBIX MAaHHBIX; MpaBOBas perjiaMeHTalus MOopsIKa
c60pa, HCIIOJIB30BaHUsA, IPCAOCTABJICHUA U YHUUYTOXKCHUA IICPCOHAJIBHBIX JaHHBIX

Tema 7. MeponpusiTusi N0 3amUTe MNEPCOHAJIBLHBIX [aHHBIX NpPH HUX 00padoTKke B
HHG(OPMALIIMOHHBIX CHCTEMAX

Opranu3anvoHHO-a/IMHHUCTPATUBHBIE MEpPHI 3alIUThl: (OPMHUPOBAHHE CHUCTEMBI YIPABICHUS
MEePCOHANIBHBIX ~ JAHHBIX; perJaMeHTalus JCATEIHbHOCTH TEPCOHANa IO  HCIOJIb30BAHUIO
MEPCOHANIBHBIX  JIaHHBIX; perjaMeHTalus MOpsKa B3aUMOJEUCTBUS  NOJIb30OBaTENe U
AIMUHHUCTPATOPOB I/IH(i)OpMaIII/IOHHI)IX CUCTEM NMEPCOHATBHBIX JaHHBIX, KOHTPOJIb HazQ
JEeSTENIbHOCTRIO TiepcoHana. TexHudeckue mepbl 3ammTel o7 HCJ[ B HHPOpPMAIIMOHHBIX CHCTEMAax
MEPCOHANBHBIX JIaHHBIX PAa3JIMYHOTO KJAcca: 3alluTa OT BPEJOHOCHBIX IMPOrpaMM M CpPEICTBa
3alIUTHl OT BTOPXKEHUH; HIeHTH(UKALWsA W ayTeHTU(UKALUS MOJIb30BaTENeH; pasrpaHHYCHUE U
KOHTPOJIb JIOCTYTIa K MEPCOHATbHBIM JJAHHBIM; O0€CIIeYeHNE 1I€TIOCTHOCTH MEePCOHANBHBIX JaHHBIX;
perucTpanusa CO6I:ITHﬁ 6G3OHaCHOCTI/I; 3all1iTa KaHAJIOB MICpcaavu NMEpCOHAIbHBIX JaHHBIX



Tema 8. OpranuzanMoHHble MW TeXHMYeCKHMe Mepbl 0e30MacHOCTH MNpPH XpaHeHue
NEePCOHAIbLHBIX JAHHBIX HA HOCHTEISAX

[TpucBoeHne MaTepHaTbHOMY HOCHTENIO HJIEHTH()PUKALMOHHOTO HOMEpa. YYeT 3K3eMIUIIPOB
MaTepHabHBIX HOcHTeNnel. MnenTndukanum nHOPMAIMOHHON CHCTEMBI MIEPCOHATBHBIX JaHHBIX
U ollepaTopa MEepCOHANBHBIX JaHHBIX. Perucrpanus akToB HECAaHKLIMOHUPOBAHHON MOBTOPHOW U
JIOTIOJIHUTEIbHON 3anucu nHpopmanuu. [IpumeHeHne cpencTB 3JIeKTPOHHOM 1U(POBON MOANKMCH
JUIsL COXpAHEHUS LIEJIOCTHOCTH M HEM3MEHHOCTHU NIEPCOHANIBHBIX JaHHBIX. [Iponienypa yHuuToKeHus
IIEPCOHAJIBHBIX JIAHHBIX

Tema 9. /lokymMeHTaJIBbHOE 0O0ecniedeHHe NeATeJLHOCTH O1epaTopa NepCoOHAIbHBIX JAHHBIX
JlokasbHbIE aKThl, PErJIAMEHTUPYIOLIHE PadOTy € NEPCOHANBHBIMU JAHHBIMU B OpraHU3aluu

Tema 10. Pa3paboTka JOKYMEHTOB, perjJaMeHTHPYIOIIHX PpadoTy ¢ MepCcCOHAIbHBIMH
AAHHBIMH

[IpoexkTpoBaHHE JIOKAJIBHBIX AKTOB, PEIVIAMEHTUPYIOLIMX IE€PCOHAIBHBIX JaHHBIX 0e3
UCIIOJIb30BAaHUsl CPEACTB aBTOMaru3auuu. Pa3paboTka JOKYMEHTOB, pPEryJHPYIOLIUX 3allUTy
[EePCOHAIBHBIX JIaHHBIX B AaBTOMAaTU3UPOBAaHHBIX HHPOPMALIMOHHBIX CUCTEMAX.



